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DETAILED ACTION 



1. 



Claims 1 



14 are pending for examination. 



2. 



Claims 1 



14 are rejected. 



Oaim Rejections - 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S. C 102 that form the 
basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

3. Claims 1-14 are rejected under 35 U.S.C 102(b) as being anticipated by DeMello et al, 
U.S. Patent 6,891,953 Bl. 

4. As per claim 1 ; "An information processing apparatus for allowing usage of content by 
requiring a license for using said content, said information processing apparatus comprising: 

a content storage unit operable 
to store 



license-identification information for 

specifying said license for using said content, 
encrypted data of said content and 
key information required for 

decrypting said encrypted data of said content [figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to 
fulfillment/content servers architecture enabled to provide the DRM 
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aspects of the protected content (and associated licensing/cryptographic 
functions and structures, and the storage thereof; bound to the protected 
content) distribution and successful transaction services (i.e., authenticated 
distribution and associated decryption of protected content, referenced 
upon request via URL linkage), clearly encompasses the claim limitations, 
as broadly interpreted by the examiner.]; 
a license storage unit operable 

to store said license for using said content, including 

content-specifying information for specifying said content, 

the use of which is allowed by said license [figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to 
fulfillment/content servers architecture enabled to provide the DRM 
aspects of the protected content (and associated licensing/cryptographic 
functions and structures and the storage thereof), clearly encompasses the 
claim limitations, as broadly interpreted by the examiner.]; 
a judgment unit operable 

to determine whether said license for using said content has been 

stored in said license storage unit [figures 1-10 and accompanying 
descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content (and 
associated licensing/verification/authentication/cryptographic functions and 
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structures and the storage thereof), clearly encompasses the claim limitations, as 

broadly interpreted by the examiner.]; and 
a decryption unit operable 

to decrypt said encrypted data of said content if 

said license for using said content has been stored in 

said license storage unit [figures 1-10 and accompanying 
descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content 
(and associated cryptographic functions/distribution and decryption of 
protected content and structures and the storage thereof), clearly 
encompasses the claim limitations, as broadly interpreted by the 
examiner.].". 

As per claim 9, this claim is the method claim for the apparatus claim 1 above, and is 
rejected for the same reasons provided for the claim 1 rejection; "An information processing 
method for allowing a user to use content by requiring the user to have a license for using the 
content, the information processing method comprising: 

storing license-identification information for specifying the license for using the content, 
encrypted data of the content and key information required for decrypting the encrypted data of 
the content; 
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storing the license for using the content in a license storage unit, the license including 
content-specifying information for specifying the content, the use of which is allowed by the 
license; 

determining whether the license for using the content has been stored in the license 
storage unit; and 

decrypting the encrypted data of the content if the license for using the content has been 
stored in the license storage unit ". 

As per claim 10, this claim is the embodied software method claim for the apparatus 
claim 1 above, and is rejected for the same reasons provided for the claim 1 rejection; "A 
recording medium recorded with a program to be executed by a computer for carrying out 
processing to allow a user to use content by requiring the user to have a license for using the 
content, the program comprising: 

storing license-identification information for specifying the license for using the content, 
encrypted data of the content and key information required for decrypting the encrypted data of 
the content; 

storing the license for using the content in a license storage unit, the license including 
content-specifying information for specifying the content, the use of which is allowed by the 
license; 

determining whether the license for using the content has been stored in the license 
storage unit; and 
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decrypting the encrypted data of the content if the license for using the content has been 
stored in the license storage unit.". 

5. Claim 2 additionally recites the limitation that; "An information processing apparatus 
according to claim 1, further comprising: 
a transmitter operable 

to transmit a request for said license to a license server, 
said license request including 

said license-identification information; and 

a receiver operable 

to receive said license transmitted by the license server, wherein 
said received license is stored in 
said license storage unit". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content (and associated 
licensing/cryptographic functions and structures, and the storage thereof; bound to the protected 
content) distribution and successful transaction services (i.e., authenticated distribution and 
associated decryption of protected content, referenced upon request via URL linkage, enabled by 
the request to the fulfillment server verification aspects), clearly encompasses the claim 
limitations, as broadly interpreted by the examiner.). 
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6. Claim 3 additionally recites the limitation that; "An information processing apparatus 
according to claim 1, further comprising: 

a reproducing unit operable 

to reproduce said data of said content decrypted by said decryption unit, wherein 
said data of said content is 
text data, 
image data, 
audio data, 

moving-picture data or 

combinations thereof". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content (and associated 
cryptographic functions/distribution and decryption of protected content (and subsequent 
rendering/reproduction of multimedia, text, audio, etc., of said content)), clearly encompasses the 
claim limitations, as broadly interpreted by the examiner ). 

7. Claim 4 additionally recites the limitation that; "An information processing apparatus 
according to claim 1, further comprising: 

a device-node-key storage unit operable 
to store a device node key, 

wherein said key information includes 
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an EKB (Enabling Key Block); and 
said decryption unit is operable 

to decrypt said EKB (Enabling Key Block) using said device node key 
to obtain a root key, and 

to decrypt said data of said content using said root key.". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions with figures 1,9 more particularly, whereas the client/purchaser to 
fulfillment/content servers architecture enabled to provide the DRM aspects of the protected 
content (and associated licensing/cryptographic functions and structures such as license/content 
keys (i.e., Enabling Key Block inclusive of a root key)/key encrypted key (i.e., device-node-key), 
and the storage/associated database storage thereof; bound to the protected content) distribution 
and successful transaction services, clearly encompasses the claim limitations, as broadly 
interpreted by the examiner.). 

8. Claim 5 additionally recites the limitation that; "An information processing apparatus 
according to claim 4, wherein: 

said key information further includes 
a content key encrypted using 
said root key; 
said data of said content is 
encrypted using 

said content key; and 
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said decryption unit is operable 

to decrypt said encrypted data of said content using 
said root key.". 

The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions with figures 1,9 more particularly, whereas the client/purchaser to 
fulfillment/content servers architecture enabled to provide the DRM aspects of the protected 
content (and associated licensing/cryptographic functions and structures such as license/content 
keys (i.e., Enabling Key Block inclusive of a root key)/key encrypted key (i.e., device-node-key), 
and the storage/associated database storage thereof; bound to the protected content) distribution 
and successful transaction services, clearly encompasses the claim limitations, as broadly 
interpreted by the examiner.). 

9. Claim 6 additionally recites the limitation that; "An information processing apparatus 
according to claim 1, wherein said license further includes 

usage-condition information showing a condition for using said content, 
the use of which is allowed by said license". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content (and associated 
licensing/cryptographic functions and structures; bound to the protected content) distribution and 
successful transaction services (i.e., authentication of client/user/purchaser and associated access 
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control/multiple levels of protection/certificate verification aspects), clearly encompasses the 
claim limitations, as broadly interpreted by the examiner.). 

10. Claim 7 additionally recites the limitation that; "An information processing apparatus 
according to claim 1, wherein said license further includes 

an electronic signature signed by using 
a secret key of a license server.". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content (and associated 
licensing/cryptographic functions (i.e., such as license/content keys (i.e., Enabling Key Block 
inclusive of a root key)/key encrypted key (i.e., device-node-key)), and structures (i.e., signed 
content/certificates via public key cryptographic data/XML structures); bound to the protected 
content) distribution and successful transaction services (i.e., authentication of 
client/user/purchaser and associated access control/multiple levels of protection/certificate 
verification aspects), clearly encompasses the claim limitations, as broadly interpreted by the 
examiner.). 

1 1 . Claim 8 additionally recites the limitation that; "An information processing apparatus 
according to claim 2, further comprising: 

a terminal-ID storage unit operable 

to store terminal-identification information identifying 
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said information processing apparatus, 
wherein said license request further includes 

said terminal-identification information; 
said received license includes 

a terminal ID; and 
said judgment unit 
compares 

said terminal ED in said received license with 
said terminal-identification information stored in 
said terminal-ID storage unit and 
determines that 

said received license is said license for using said content only if 
said terminal ID in said received license matches 
said terminal-identification information stored in 
said terminal-ID storage unit.". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions, whereas the client/purchaser to fulfillment/content servers 
architecture enabled to provide the DRM aspects of the protected content (and associated 
licensing/cryptographic functions and structures; bound to the protected content) distribution and 
successful transaction services (i.e., authentication of client/user/purchaser and associated access 
control/multiple levels of protection/certificate verification aspects, inclusive of network 
location/referencing information (i.e., URL references (terminal-identification information) to 
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client/server nodes); and the storage thereof), clearly encompasses the claim limitations, as 
broadly interpreted by the examiner ). 

12. Claim 1 1 additionally recites the limitation that; "A program according to claim 10, 
wherein 

the program or a portion of the program is encrypted.". 
The teachings of DeMello et al are directed towards such limitations (i.e., figures 1-10 and 
accompanying descriptions with figure 5 more particularly, whereas the client/purchaser to 
fulfillment/content servers architecture enabled to provide the DRM aspects of the protected 
content (and associated licensing/cryptographic functions (i.e., signed content/certificates via 
public key cryptographic data/XML structures and methods/DLL/ API cryptographic functions), 
clearly encompasses the claim limitations, as broadly interpreted by the examiner.). 

13. As per claim 12, this claim is the server side apparatus claim for the client side apparatus 
claims 1,2,8 above, and is rejected for the same reasons provided for the claims 1,2,8 rejection; 
"A license server for issuing a license for allowing the use of content, said license server 
comprising: 

a license storage unit operable 

to store said license, said license including 

content-specifying information for specifying said content, 

the use of which is allowed by said license, and 
terminal-identification information for 
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identifying an information processing apparatus; 

a receiver operable 

to receive a request for said license from said information processing apparatus, 
said license request including 

license-identification information for identifying said license; 
an extraction unit operable 

to extract said license identified by said license-identification information from 
said license storage unit; 
a processor operable 

to add said terminal-identification information 
to said extracted license; 
a signature unit operable 

to put a signature on said extracted license including 
said terminal-identification information using 
a secret key of said license server; and 

a transmitter operable 
to transmit 

said extracted license with 
said signature thereon 

to said information processing apparatus.". 
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As per claim 13, this claim is the method claim for the apparatus claim 1 1 above, and is 
rejected for the same reasons provided for the claim 1 1 rejection; "A method for issuing a license 
for allowing the use of content, the method comprising: 

storing the license in a license storage unit, the license including content-specifying 
information for specifying the content, the use of which is allowed by the license, and terminal- 
identification information for identifying an information processing apparatus; 

receiving a request for the license from the information processing apparatus, the license 
request including license-identification information for identifying the license; 

extracting the license stored in the license storage unit and identified by the license- 
identification information; 

adding the terminal-identification information to the extracted license; 

putting a signature on the extracted license including the terminal-identification 
information using a secret key; and 

transmitting the extracted license with the signature thereon to the information processing 
apparatus.". 

As per claim 14, this claim is the embodied software method claim for the apparatus 
claim 1 1 above, and is rejected for the same reasons provided for the claim 1 1 rejection; "A 
recoding medium recorded with a program to be executed by a computer for carrying out 
processing to issue a license for allowing the use of content, the program comprising: 
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storing the license in a license storage unit, the license including content-specifying 
information for specifying the content, the use of which is allowed by the license, and terminal- 
identification information for identifying an information processing apparatus; 

receiving a request for the license from the information processing apparatus, the license 
request including license-identification information for identifying the license; 

extracting the license stored in the license storage unit and identified by the license- 
identification information; 

adding the terminal-identification information to the extracted license; 

putting a signature on the extracted license including the terminal-identification 
information using a secret key of a license server; and 

transmitting the extracted license with the signature thereon to the information processing 
apparatus.". 
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Conclusion 



14. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 
unofficial Fax number is (571) 273-3861. The examiner can normally be reached Monday 
through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (571) 272-3795. The Fax number for the organization 
where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. For more information for 
unpublished applications is available through Private PAIR only. For more information about the 
PAIR system, see http://pair-direct.uspto.gov . Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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